
Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System 

Sprint Planning Meeting Minutes: 
 
Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,Alberto 
Espinoza 
Date: 8/29/25 
Start time: 4:00pm 
End time: 5:00 PM 
 
After discussion, the velocity of the team was estimated to be 20 story points. 
 
The product owner chose the following user stories to be done during the next sprint. They are 
ordered based on their priority. 

●​ User Story 1 – Define the Core Features 
●​ User Story 2 – Plan and Design the Database Schema 
●​ User Story 3 – Begin Backend development 
●​ User Story 4 – Fully develop the interface of the product. 
●​ User Story 5 – Implement Basic Data Encryption Logic 

 
The team members indicated their willingness to work on the following user stories. 

●​ Mauricio Ballart Alvarez (Product Owner) 
●​ User Story 4 - Interface Development. 
●​ User Story 2 - Database development… 

 
●​ Alexis Henkel 

●​ User Story 2 - Database 
●​ User Story 5- Encryption Assistance  

 
●​ Christian Dominguez (Leader) 

●​ User Story 1 – Define the core features 
●​ User Story 5 – Work on Data Encryption implementation 

 
●​ Isaac Quintero 

●​ User Story 3- Backend development 
●​ User Story 4- Frontend Interface assistance 

 
●​ Alberto Espinoza 

●​ User Story 3 - Assist with backend system development 
●​ User Story 4 - Support documentation of core features  



Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System 

Sprint Planning Meeting Minutes: 
 
Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,Alberto 
Espinoza 
Date: 9/2/25 
Start time: 5:00 PM 
End time: 6:00 PM 
 
After discussion, the velocity of the team was estimated to be 20 story points. Following the 
same structure as the project worked on in Capstone 1. 
 
The product owner chose the following user stories to be done during the next sprint. They are 
ordered based on their priority. 

●​ User Story 1 – Define the Core Features 
●​ User Story 2 – Plan and Design the Database Schema 
●​ User Story 3 – Begin Backend development 
●​ User Story 4 – Fully develop the interface of the product. 
●​ User Story 5 – Implement Basic Data Encryption Logic 

 
The team members indicated their willingness to work on the following user stories. 

●​ Mauricio Ballart Alvarez (Product Owner) 
●​ User Story 4 - Interface Development. 
●​ User Story 2 - Database development… 

 
●​ Alexis Henkel 

●​ User Story 2 - Database 
●​ User Story 5- Encryption Assistance  

 
●​ Christian Dominguez (Leader) 

●​ User Story 1 – Define the core features 
●​ User Story 5 – Work on Data Encryption implementation 

 
●​ Isaac Quintero 

●​ User Story 3- Backend development 
●​ User Story 4- Frontend Interface assistance 

 
●​ Alberto Espinoza 

●​ User Story 3 - Assist with backend system development 
●​ User Story 4 - Support documentation of core features  



Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System 

Sprint Planning Meeting Minutes 

Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza 

Date: 09/29/25 

Start time: 5:00 PM 

End time: 6:30 PM-----Previous Sprint Review Summary (09/02/25 - 09/26/25) 

 

Sprint Performance - EXCEPTIONAL RESULTS 

●​ Target Velocity: 20 story points 
●​ Actual Velocity: 20 story points (100% completion rate) 
●​ Sprint Goal Achievement: EXCEEDED - Production-ready MVP with advanced 

security features delivered 

Completed User Stories: 

●​ User Story 1 - Define the Core Features (COMPLETED): Core features documented, 
prioritized, and approved by Product Owner. 

●​ User Story 2 - Plan and Design the Database Schema (COMPLETED): 
Comprehensive database schema with 4 main tables, ER mapping, migration scripts, 
and performance optimization implemented. 

●​ User Story 3 - Begin Backend Development (COMPLETED - SIGNIFICANTLY 
EXCEEDED): 7-microservice architecture (Auth, User, Vault, Encryption, Notification, 
Audit, Kong API Gateway) implemented with quantum-resistant cryptography, 
zero-knowledge encryption, Docker containerization, and service isolation. 

●​ User Story 4 - Fully Develop the Interface of the Product (COMPLETED): Complete 
React frontend with responsive design, Q-Shield quantum security, 24/24 passing tests, 
and seamless backend integration. 

●​ User Story 5 - Implement Basic Data Encryption Logic (COMPLETED - ADVANCED 
IMPLEMENTATION): Industry-leading encryption (AES-256-GCM, ChaCha20-Poly1305, 
Argon2id), complete quantum-resistant suite (Dilithium, Kyber, SPHINCS+), sub-100ms 
real-time performance, and zero-knowledge architecture. 

Key Performance Metrics Achieved: Sub-150ms API response, sub-200ms frontend load, 
sub-100ms encryption, 100+ concurrent users, 90%+ code coverage, zero critical 



vulnerabilities. 

 

Innovation Achievements: First student implementation of post-quantum cryptography, 
production-ready 7-service microservices, enterprise-grade security/performance, and 
zero-knowledge privacy.-----Final Sprint Planning (09/29/25 - 10/13/25) 

 

Sprint Duration: 2 weeks 

Sprint Goal: Complete production deployment, comprehensive documentation, and prepare 
for market entry and academic recognition. 

Target Velocity: 18 story points (focus on refinement, documentation, 
deployment).-----Priority User Stories for Final Sprint 

 

1. User Story 19 - Production Deployment and Infrastructure Finalization (6 points) - 
CRITICAL PRIORITY 

●​ Business Value: Enable real-world usage and enterprise readiness. 
●​ Acceptance Criteria: Production environment with security hardening, automated 

deployment, monitoring, alerting, backup/DR, load balancing, auto-scaling, SSL/TLS, 
replicated database, CI/CD automation. 

●​ Assigned Team Members: Alberto Espinoza (Lead), Isaac Quintero (Backend 
Integration), Christian Dominguez (Security Configuration). 

2. User Story 20 - Comprehensive Technical Documentation Package (5 points) - 
CRITICAL PRIORITY 

●​ Business Value: Enable enterprise adoption, academic recognition, and future 
development. 

●​ Acceptance Criteria: Complete API (Swagger/OpenAPI), architecture, security 
whitepaper, user manual, microservices ADRs, developer onboarding, 
deployment/operations manual, and academic paper. 

●​ Assigned Team Members: Mauricio Ballart Alvarez (Lead), All team members 
(Technical sections). 

3. User Story 21 - Security Validation and Compliance Certification (4 points) - HIGH 
PRIORITY 

●​ Business Value: Provide enterprise credibility and demonstrate security excellence. 



●​ Acceptance Criteria: Comprehensive penetration testing, third-party security audit, 
OWASP/NIST compliance, vulnerability assessment, security assessment report, 
security monitoring, incident response, quantum-resistant validation, privacy compliance. 

●​ Assigned Team Members: Christian Dominguez (Lead), Isaac Quintero (Cryptography 
Validation), Alberto Espinoza (Infrastructure Security). 

4. User Story 22 - Performance Optimization and Scalability Testing (3 points) - HIGH 
PRIORITY 

●​ Business Value: Ensure system handles growth and maintains competitive 
performance. 

●​ Acceptance Criteria: Load testing (500+ users), database query optimization, Redis 
caching, frontend optimization (<100ms), stress testing, performance dashboards, 
scalability documentation, performance benchmark report. 

●​ Assigned Team Members: Alberto Espinoza (Lead), Alexis Henkel (Frontend 
Optimization), Isaac Quintero (Backend Optimization). 

5. User Story 23 - Beta Testing Program and User Feedback Integration (Optional - 3 
points) - MEDIUM PRIORITY 

●​ Business Value: Validate product-market fit and gather real-world usage insights. 
●​ Acceptance Criteria: Recruit 15-20 beta users, implement feedback system, real-time 

analytics, user support, weekly interviews, document feature requests, track NPS, 
integrate critical feedback. 

●​ Assigned Team Members: Mauricio Ballart Alvarez (Lead), Alberto Espinoza 
(Analytics), All (Support rotation). 

-----Team Member Assignments & Focus Areas 

●​ Mauricio Ballart Alvarez (Product Owner): Lead documentation (User Story 20), Beta 
Testing (User Story 23 - if time permits), security documentation, stakeholder 
communication, market prep, academic publication. 

●​ Alexis Henkel (Frontend Specialist): Lead frontend performance (User Story 22), 
frontend documentation (User Story 20), deployment configuration, UX optimization, 
mobile responsiveness, UX guides. 

●​ Christian Dominguez (Team Lead): Lead security validation (User Story 21), 
production security config (User Story 19), security documentation, sprint facilitation, pen 
testing, compliance, monitoring. 

●​ Isaac Quintero (Backend & Security Lead): Cryptography validation (User Story 21), 
backend performance (User Story 22), microservices deployment (User Story 19), 
API/backend documentation (User Story 20), database optimization. 

●​ Alberto Espinoza (DevOps & Infrastructure Lead): Lead production deployment (User 
Story 19), lead performance/scalability testing (User Story 22), infrastructure security, 



beta analytics, monitoring, CI/CD, load testing. 

-----Final Sprint Objectives & Success Criteria 

 

Primary Objectives: Production deployment, comprehensive documentation, 
enterprise-grade security validation, optimized scalability. 

 

Technical Goals: 90%+ code coverage, sub-100ms frontend/sub-150ms API performance, 
zero critical security vulnerabilities, 500+ concurrent user scalability, automated 
zero-downtime deployment. 

 

Business Goals: Enterprise demonstration materials, academic publication-ready 
documentation, strong market positioning, commercial viability for beta/early 
adopters.-----Definition of Done - Final Sprint 

 

Code Quality: Peer-reviewed code, 90%+ test coverage, passing integration tests, met 
performance benchmarks, validated security. 

 

Production Readiness: Deployed/operational production environment, tested automated 
deployment, 24/7 monitoring/alerting, tested backup/DR, validated security hardening, 
completed load testing. 

 

Documentation Requirements: Completed technical architecture, current API docs, 
finished security whitepaper/compliance, complete user manual/installation guides, 
available developer onboarding, finished deployment/operations manual. 

 

Quality Standards: Zero critical security vulnerabilities, met performance targets, verified 
mobile responsiveness, verified WCAG 2.1 AA compliance, tested cross-browser 
compatibility.-----Risk Management & Mitigation Strategies 

 



Critical Risks: 

●​ Production Deployment Complexity: Mitigation: Staged deployment, comprehensive 
testing, rollback procedures, mirrored staging environment. Owner: Alberto Espinoza. 

●​ Security Audit Timeline: Mitigation: Phased security testing, early external consultant 
engagement, security issue triage plan, additional dev resources. Owner: Christian 
Dominguez. 

High Risks: 

●​ Documentation Scope: Mitigation: Templates, parallel documentation, prioritize critical 
sections. Owner: Mauricio Ballart Alvarez. 

●​ Performance Under Maximum Load: Mitigation: Incremental load testing, ongoing 
optimization, infrastructure scaling options. Owner: Alberto Espinoza. 

Dependencies: Third-party security consultant (Christian - Confirmed 10/02/25), production 
environment (Alberto - Complete 09/30/25), beta user recruitment (Mauricio - Optional, 
10/05/25), documentation review (All - Ongoing).-----Communication & Coordination Plan 

●​ Daily Scrums: 7:00 PM daily, 20 min (deployment, docs, security updates). 
●​ Production Deployment Coordination: Mon, Wed, Fri 6:00 PM, 45 min (Alberto, Isaac, 

Christian). 
●​ Documentation Review Sessions: Tue, Thu 6:30 PM, 30 min (Mauricio, All). 
●​ Security Validation Meetings: Tue, Thu 7:30 PM, 45 min (Christian, Isaac, Alberto). 
●​ Mid-Sprint Checkpoint: 10/06/25 6:00 PM (deployment, docs, security update). 
●​ Sprint Review: 10/13/25 5:00 PM (Team + External Consultant + Stakeholders + 

Academic Advisors). 

-----Success Metrics & KPIs 
 
Final Sprint Success Criteria: 100% story point completion, 24/7 deployed/monitored system, 
zero critical vulnerabilities, third-party security validation, sub-100ms frontend / sub-150ms API, 
500+ concurrent user support, comprehensive documentation, 90%+ code coverage, zero 
production bugs. 
 
Business Impact Measurements: Enterprise readiness (sales pipeline), academic recognition 
(publication/conference), market positioning (exceeding industry standards), commercial viability 
(beta/early adopters). 
 
Technical Excellence Metrics: 90%+ test coverage, zero critical vulnerabilities, 500+ 
concurrent user load testing success, infrastructure ready for 10x growth.-----Innovation 
Opportunities & Future Planning 
 
Final Sprint Innovation Focus: Document AI-powered security, advanced enterprise features 



(SSO, LDAP), internationalization framework, research contribution of quantum-resistant 
implementation. 
 
Post-Sprint Roadmap: Beta launch, enterprise sales enablement, academic publication, 
market expansion (international, multi-language, mobile), advanced features (AI password 
suggestions, advanced collaboration, threat intelligence).-----Action Items Before Sprint Start 
 
Immediate Actions (Complete by 09/30/25): Provision production infra (Alberto), confirm 
security consultant (Christian), prep documentation templates (Mauricio), set up performance 
testing (Alberto), create deployment checklist/rollback (Isaac & Alberto). 
 
Week 1 Priorities (09/29 - 10/06): Begin production config (Alberto, Isaac, Christian), start 
documentation (Mauricio, All), initiate pen testing (Christian, Isaac), implement performance 
framework (Alberto, Alexis, Isaac), set up production monitoring (Alberto). 
 
Week 2 Priorities (10/07 - 10/13): Complete production deployment (Alberto, All), finalize 
documentation (Mauricio, All), complete security audit (Christian, Isaac), conduct final load 
testing (Alberto, Isaac, Alexis), prepare final presentation (All).-----Meeting Conclusion 
 
Team Readiness: EXCELLENT (Exceptional technical capability, productionizing outstanding 
work). 
Confidence Level: VERY HIGH (Proven ability to deliver complex technical requirements with 
high quality). 
Risk Assessment: MANAGED (Major risks have mitigation strategies and contingency plans). 
Business Impact: CRITICAL (Deliverables position product for enterprise adoption, academic 
recognition, market entry). 
Innovation Achievement: EXCEPTIONAL (Quantum-resistant cryptography, zero-knowledge 
architecture, enterprise-grade microservices). 
Next Milestone: Production-ready deployment with comprehensive documentation and 
validated security by 10/13/25. 
Long-term Vision: First student-built, production-ready password management system with 
post-quantum cryptographic security suitable for enterprise deployment and academic 
publication.-----Final Sprint Innovation Showcase Opportunities: 
 
Technical Achievements: 7 microservices with Kong API Gateway, quantum-resistant crypto, 
zero-knowledge encryption, real-time collaboration, sub-150ms API / 500+ user scalability. 
 
Academic Contributions: First comprehensive student implementation of NIST post-quantum 
standards, novel microservices architecture, performance optimization research, academic 
publication-ready security architecture. 
 
Market Differentiation: Quantum-resistant security, enterprise-grade architecture/performance, 
zero-knowledge privacy, open-source potential.-----Meeting adjourned at 6:30 PM 



 



Cybersecurity: Lock and Key: Encrypted 
Password Management and Collaboration 
System 

Sprint Planning Meeting Minutes 

Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Scrum Master), Isaac Quintero, Alberto Espinoza 

Date: 10/13/2025​
 Start time: 6:00 PM​
 End time: 7:00 PM 

 

Project Goals and Vision 

●​ Develop a secure, collaborative, and user-friendly encrypted password management 
system. 

●​ Address the critical need for robust cybersecurity in password handling. 
●​ Provide a centralized platform for individuals and teams to store, access, and share 

sensitive credentials. 

Sprint Goal 

●​ Establish the foundational architecture for the "Lock and Key" system, including secure 
data storage mechanisms and initial user authentication. 

User Stories for This Sprint 

●​ As a user, I want to be able to create a new account with a strong password so I can 
start using the system securely. 

●​ As a user, I want to be able to log in to my account using my credentials so I can access 
my stored passwords. 

●​ As a user, I want my passwords to be securely encrypted and stored so I can trust the 
system with my sensitive information. 

●​ As an administrator, I want to be able to manage user accounts so I can maintain 
system security and access control. 



Sprint Backlog (Tasks and Estimated Hours) 

Task Description Assigned To Estimated Hours 

Database schema design for 
password storage 

Isaac Quintero 10 

User authentication module 
development 

Christian Dominguez 15 

Encryption/decryption algorithm 
integration 

Alberto Espinoza 20 

Frontend design for user 
registration and login 

Alexis Henkel 12 

API endpoint development for 
user management 

Isaac Quintero 10 

Security testing for initial 
authentication 

Christian Dominguez 8 

Definition of Done 

●​ Code is reviewed and merged. 
●​ All tests pass. 
●​ Features are deployable to a staging environment. 
●​ User stories are met and demonstrable. 

Risks and Mitigation 

Risk Mitigation Strategy 

Encryption algorithm vulnerabilities Conduct thorough security audits and utilize 
industry-standard, well-vetted libraries. 

Scope creep Adhere strictly to defined user stories for this 
sprint and defer non-essential features to future 
sprints. 

Technical debt Prioritize clean code and consistent 
documentation, allowing for refactoring in 
subsequent sprints if necessary. 



Sprint Review Meeting (Yesterday's Discussion) 

●​ Review of previous sprint's progress: The team successfully completed the initial 
research and requirements gathering for the project. 

●​ Demonstration: (N/A for this sprint, as this is a planning meeting) 
●​ Feedback and next steps: The Product Owner approved the overall direction and 

emphasized the importance of robust security from the outset. The next sprint (this one) 
will focus on core foundational development. 

 

 

 

 



Sprint Planning Meeting Minutes 
Project: Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System 
Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Scrum Master/Team Lead), Isaac Quintero, Alberto Espinoza 
Date: October 27, 2025 
Start Time: 6:00 PM 
End Time: 7:00 PM 

Sprint Overview 
Sprint Number: Final Sprint (Pre-Production) 
Sprint Duration: October 27, 2025 - November 10, 2025 (2 weeks) 
Sprint Goal: Deliver production-ready system with complete frontend-backend integration, 
finalize all remaining microservices, implement API Gateway, conduct comprehensive security 
validation, and prepare deployment infrastructure and documentation for market launch. 
Target Velocity: 20 story points 
Sprint Type: Integration & Production Readiness Sprint 

Sprint Goals (Priority Order) 
1.​ Production Deployment Infrastructure - Complete API Gateway setup with Kong, 

staging environment, and production deployment pipeline 
2.​ Frontend-Backend Integration - Achieve 100% integration of frontend with all backend 

microservices 
3.​ Complete Remaining Microservices - Finalize User Management Service (Port 8002) 

and Audit Service (Port 8007) 
4.​ Security & Performance Validation - Conduct comprehensive security audit, 

penetration testing, and load testing 
5.​ Documentation & Market Preparation - Complete technical documentation, user 

guides, API documentation, and marketing materials 

Sprint Backlog 
High Priority User Stories (Must Complete) 
User Story 1: Production Deployment and API Gateway Setup 
Story Points: 5 
Owner: Alberto Espinoza (Lead), Christian Dominguez, Isaac Quintero 
Status: Not Started 

Description: 
Deploy Kong API Gateway as the central entry point for all microservices, configure routing, 
implement rate limiting, set up SSL/TLS certificates, and establish production deployment 
infrastructure with monitoring and alerting. 

Acceptance Criteria: 
•​ Kong API Gateway deployed and operational on designated port 
•​ All 7 microservices registered and accessible through Kong 



•​ Rate limiting configured per service (100 req/min default, adjustable) 
•​ SSL/TLS certificates installed and HTTPS enforced 
•​ Load balancing configured for high-traffic services 
•​ Service health checks automated through Kong 
•​ API versioning strategy implemented (/v1/ prefix) 
•​ Prometheus metrics integrated with Kong 
•​ Production environment provisioned (cloud infrastructure) 
•​ Staging environment fully functional and tested 

Estimated Hours: 15 hours 
Risk Level: High - Complex integration with multiple services 

User Story 2: Complete Frontend-Backend Integration 
Story Points: 4 
Owner: Mauricio Ballart Alvarez (Lead), Christian Dominguez, Alexis Henkel 
Status: In Progress (50% Complete) 

Description: 
Complete full integration of React frontend with all backend microservices including 
authentication, vault operations, user management, encryption, notifications, and audit logging. 
Ensure seamless data flow, error handling, and user feedback across all features. 

Acceptance Criteria: 
•​ Login/authentication flow 100% functional with MFA 
•​ Vault operations (CRUD) fully integrated with UI 
•​ Password creation with quantum-resistant encryption working 
•​ Password retrieval and decryption functional 
•​ Team collaboration features accessible through UI 
•​ Notification display and management integrated 
•​ Audit log viewer functional for user actions 
•​ Error handling standardized across all API calls 
•​ Loading states implemented for all async operations 
•​ Mobile responsiveness verified (iOS/Android) 

Estimated Hours: 12 hours 
Risk Level: Medium - Multiple integration points 

Sprint Capacity Planning 
Team Member Capacity 

Team Member Role Available Hours Allocated Hours 

Mauricio Ballart 
Alvarez 

Product Owner / 
Frontend 

20 hours 18 hours 

Alexis Henkel Frontend / 
Database 

20 hours 18 hours 

Christian 
Dominguez 

Scrum Master / 
Team Lead / 
Backend 

20 hours 21 hours 



Team Member Role Available Hours Allocated Hours 

Isaac Quintero Backend / Security 
Lead 

20 hours 21 hours 

Alberto Espinoza DevOps / 
Infrastructure Lead 

20 hours 21 hours 

Total  100 hours 99 hours 

Success Metrics 
Sprint Success Criteria 

•​ Velocity Achievement: Complete 20+ story points (target: 20) 
•​ Quality Metrics: 

○​ 90%+ test coverage across all services 
○​ 95%+ integration test pass rate 
○​ Zero critical security vulnerabilities 
○​ < 200ms API response time (95th percentile) 

•​ Team Satisfaction: 8.5/10 or higher 
•​ Production Readiness: System ready for launch by November 10 

Meeting Conclusion 
Strong foundation established with exceptional progress (100% velocity achievement in 
previous sprint). The team is well-positioned for the final sprint focused on production 
deployment, comprehensive security validation, and market preparation activities. All High 
Priority stories (16 points) are mandatory, with Medium Priority stories (5 points) bringing total to 
21 points. Team confidence is high at 8/10 for sprint success. 

Next Steps 
6.​ All Team Members: Review assigned user stories and prepare task breakdowns 
7.​ Alberto: Begin API Gateway setup immediately (October 27 evening) 
8.​ Christian & Isaac: Begin User Management and Audit services (October 28 morning) 
9.​ Mauricio: Update project board and notify stakeholders of sprint goals 
10.​Next Meeting: Daily Scrum on October 28, 2025 at 7:00 PM 

 
 
 



Sprint Planning Meeting Minutes 
Project: Cybersecurity: Lock and Key – Encrypted Password Management and Collaboration 
System 

Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Scrum Master/Team Lead), Isaac Quintero, Alberto Espinoza 

Date: November 10, 2025 

Start Time: 4:00 PM 

End Time: 5:00 PM 

 

Sprint Overview 
Sprint Number: Enterprise Rollout Sprint (Post-Production Cycle) 

Sprint Duration: November 10, 2025 – November 24, 2025 (2 weeks) 

Sprint Goal: Deploy and validate the enterprise pilot, complete post-launch improvements, 
finalize multi-language support, enhance performance and usability, and prepare materials for 
the FIU Capstone Showcase. 

Target Velocity: 25 story points 

Sprint Type: Post-Production & Enterprise Optimization Sprint 

 

Sprint Goals (Priority Order) 
1.​ Enterprise Pilot Launch – Deploy and configure pilot environment with redundancy, 

monitoring, and compliance validation.​
 

2.​ Performance and Stability Optimization – Improve scalability, response time, and 
resource efficiency.​
 



3.​ Multi-Language Interface Completion – Finalize full English-Spanish localization and UI 
alignment.​
 

4.​ User Feedback Integration – Implement high-impact usability updates from beta and 
enterprise testers.​
 

5.​ Showcase Preparation & Documentation – Prepare presentation materials, publish 
academic documentation, and verify demo environment readiness.​
 

 

Sprint Backlog 

High Priority User Stories (Must Complete) 

User Story 29: Enterprise Pilot Deployment and Configuration 

Story Points: 6 

Owner: Alberto Espinoza (Lead), Support by Christian Dominguez and Isaac Quintero 

Status: Not Started 

Description: 

Deploy and configure a dedicated enterprise pilot instance replicating production. Implement 
backup automation, monitoring, and tenant isolation with validated SLAs. 

Acceptance Criteria: 

●​ Enterprise pilot deployed and stable​
 

●​ Automated daily backup with restoration validation​
 

●​ SLA uptime monitoring (≥99.9%) with alerts enabled​
 

●​ Tenant isolation verified for pilot users​
 

●​ Prometheus and Grafana integrated with pilot metrics​
​
 Estimated Hours: 15​
​
 Risk Level: High – Complex configuration and compliance dependencies​
 



 

User Story 30: Multi-Language Interface Finalization 

Story Points: 5 

Owner: Mauricio Ballart Alvarez (Lead), Support by Alexis Henkel 

Status: In Progress (75%) 

Description: 

Complete implementation of English-Spanish UI translations and verify full localization 
compatibility. Ensure accessibility compliance and responsive adjustments. 

Acceptance Criteria: 

●​ All pages translated and tested (Dashboard, Vault, Settings, Help)​
 

●​ Global language toggle functional​
 

●​ Layout verified under both languages​
 

●​ Accessibility retained (WCAG 2.1 compliance)​
 

●​ Documentation updated with localization guide​
​
 Estimated Hours: 12​
​
 Risk Level: Medium – UI adjustments and testing​
 

 

User Story 31: Performance and Stability Optimization 

Story Points: 5 

Owner: Isaac Quintero (Lead), Support by Alberto 

Status: Not Started 

Description: 

Optimize backend response time and memory efficiency under high-concurrency conditions. 
Refine caching, database queries, and auto-scaling thresholds. 



Acceptance Criteria: 

●​ Average API response <100ms​
 

●​ CPU and memory usage reduced by 15%+​
 

●​ Redis and Supabase performance tuned​
 

●​ Load test validation with 500+ concurrent users​
 

●​ No downtime or service errors during stress testing​
​
 Estimated Hours: 14​
​
 Risk Level: High – Requires precise tuning and monitoring​
 

 

User Story 32: Usability and Feedback Integration 

Story Points: 5 

Owner: Alexis Henkel (Lead), Support by Mauricio Ballart Alvarez 

Status: Not Started 

Description: 

Integrate key feedback from pilot testers to enhance UI clarity, navigation, and user experience. 
Implement new dashboard widgets and visual improvements. 

Acceptance Criteria: 

●​ Dashboard customizable by user role​
 

●​ Enhanced visual indicators for password strength​
 

●​ Improved navigation flow for team management​
 

●​ Added user activity summary widget​
 

●​ UX documentation updated and reviewed​
​
 Estimated Hours: 10​
​



 Risk Level: Medium – UI/UX refinement and validation​
 

 

User Story 33: Security and Compliance Reinforcement 

Story Points: 5 

Owner: Christian Dominguez (Lead), Support by Isaac Quintero 

Status: Not Started 

Description: 

Conduct post-launch security review to ensure encryption integrity, access control consistency, 
and compliance with NIST and ISO/IEC standards. 

Acceptance Criteria: 

●​ Full penetration testing cycle completed​
 

●​ Updated threat model documented​
 

●​ Access control and role-based permissions revalidated​
 

●​ Security audit log verified across all services​
 

●​ Compliance checklist submitted for academic review​
​
 Estimated Hours: 13​
​
 Risk Level: High – Requires coordinated testing and validation​
 

 

User Story 34: Showcase and Documentation Finalization 

Story Points: 4 

Owner: All Team Members (Lead: Mauricio Ballart Alvarez) 

Status: Not Started 

Description: 



Finalize Capstone Showcase presentation materials, academic documentation, and technical 
demonstration setup. 

Acceptance Criteria: 

●​ Presentation slides approved and finalized​
 

●​ Demo environment fully functional for live presentation​
 

●​ Academic paper and poster draft completed​
 

●​ Video walkthrough recorded and uploaded​
 

●​ Repository documentation packaged for publication​
​
 Estimated Hours: 8​
​
 Risk Level: Low – Time-bound deliverables​
 

 
 



Sprint Planning Meeting Minutes 
Project: Cybersecurity: Lock and Key – Encrypted Password Management and Collaboration 
System​
 Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Scrum Master/Team Lead), Isaac Quintero, Alberto Espinoza​
 Date: November 23, 2025​
 Start Time: 5:00 PM​
 End Time: 6:00 PM 

 

Sprint Overview 
Sprint Number: Post-Production Wrap-Up Sprint​
 Sprint Duration: November 23, 2025 – December 1, 2025 (Final 1-Week Cycle)​
 Sprint Goal: Complete last refinements, finalize documentation, prepare all presentation 
materials, conduct final QA, and fully close out project deliverables.​
 Sprint Status: Previous sprint (Nov 10–24) successfully completed.​
 Project Status: 95% complete — entering final polish and handoff phase.​
 Target Velocity: 10 story points (final small sprint) 

 

Sprint Goals (Priority Order) 
1.​ Finalize All Documentation & Submission Packages​

 – Technical docs, architecture diagrams, API references, encryption whitepaper, and 
final project binder.​
 

2.​ Prepare FIU Capstone Showcase Presentation​
 – Slides, demo flow, timing, Q&A prep, and presenter assignments.​
 

3.​ Final QA & Stability Pass​
 – Validate UI consistency, test multi-language output, confirm performance stability, 
ensure no regressions.​
 



4.​ Production Freeze & Backup​
 – Final version tag, full backup of production environment, export of audit logs.​
 

5.​ Project Handoff Readiness​
 – Ensure repository, documentation, and deployment instructions are clean, organized, 
and presentation-ready.​
 

 

Sprint Backlog (Final Tasks) 
 

User Story 40: Final Documentation & Submission 
Preparation 

Story Points: 3​
 Owner: Christian Dominguez (Lead), All Members Supporting​
 Status: Not Started​
 Description:​
 Prepare complete documentation package for academic submission, including final architecture 
updates and security compliance binder. 

Acceptance Criteria: 

●​ Final architecture diagrams updated​
 

●​ Security whitepaper finalized​
 

●​ API and backend documentation complete​
 

●​ Repository documentation packaged and submitted​
 

 

User Story 41: Capstone Showcase Presentation 

Story Points: 3​
 Owner: Mauricio Ballart Alvarez (Lead), Alexis Supporting​



 Status: Not Started​
 Description:​
 Finalize and polish the presentation deck, demonstration flow, and speaker organization. 

Acceptance Criteria: 

●​ Slide deck finalized​
 

●​ Presentation outline approved​
 

●​ Demo environment stable and ready​
 

●​ Recorded fallback video prepared​
 

 

User Story 42: Final QA, Stability & Multi-Language 
Validation 

Story Points: 2​
 Owner: Alexis Henkel (Lead), Isaac Supporting​
 Status: Not Started​
 Description:​
 Perform final QA pass including responsive layout checks, localization validation, and 
regression verification. 

Acceptance Criteria: 

●​ English/Spanish validation completed​
 

●​ No visual inconsistencies​
 

●​ All tested endpoints fully functional​
 

 

User Story 43: Production Freeze & Infrastructure 
Finalization 



Story Points: 2​
 Owner: Alberto Espinoza (Lead)​
 Status: Not Started​
 Description:​
 Set final deployment tags, run last backups, validate monitoring tools, and finalize infrastructure 
notes. 

Acceptance Criteria: 

●​ Production version tagged and frozen​
 

●​ Full backup and export completed​
 

●​ Kong + Kubernetes final checks passed​
 

●​ Monitoring dashboards archived 
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